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PacketSure™ i Protecting Private Data

PacketSurg” is a network appliance that uses Palisade's patented technology to protect private
information.The PacketSuf® Data Loss Prevention (DLP) technology analyzes data anafiles
your networkto detecttonfidentialinformationin files onyour networkand prevent sensitive data
from leaving your networkPacketSure” gives you the tools you need to comply with government
regulations, such as HIPAA and GLBA, go@ventsthe loss ofll types of private datancluding

A
A
A
A
A

Social SecuritfNumbers
Credit Card Numbers
Intellectual property
Personal healtimformation
Personalihancial information

PacketSur” also controls the type of traffic that occurs on your network by blocking or allowing
those protocols you choose, managing applinatlike instant messaging, web mail, file sharing,
HTTP, etc.

PacketSure™ Overview

ThePacketSur" appliance is installed at the edge of your network connected to a hub or a spanned

port on a switch to passively monitor all traffic on the network. it hssive configuration,
PacketSurg’ can:

A

A
A

Analyze the content of data in motion to identify sensitive data, such as private health or
financial information, leaving the network.

Block or allow specific protocols and applications.

Filter web access to kif, log, or allow connections to millions of web sites organized into
categories.

Discover files that contain private information in data at rest on network servers and
workstations.

Prevent files with confidential information from being copied to extettagices.

PACKETSURE,
Execu@

Internet

AN

Ames

Sales

PacketSure connecls

to a hub or a span
port on a switch

Passive Installation
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Active Directory

PacketSurg’ integrates with your Active Directory server to identify usernames and gfoups
network connections, in addition to the IP address. These usernames or groups can then be used to
create rulesassign roles or be displayed in reports.

Active Directory Server
(optional)

PACKETSURE,
- .
J Executive ‘

Development

Internet

Active Directory Integration

Endpoint Protection

Install the Endpoint Agent on network Windows machines and seBedgoint protection includes
the ability toblock sensitive files from being copied onto ext@rdevices, such as USB drives or
CDs, andhe Discovery scan, which examiriesal and remote file systems to identify confidential
information residing in files on tls@ machinesscan emotemachineghathave operating systems
other than Windows arebeingused as file servers.

0 |
Executive % Mac
.

Des Moines @
Linux OS
Sales

(W) Endpoint Agents

Internet

Remote File Server

Endpoint Agents

DLP Remediation

Route your email, web, or instant message traffic througRale&etSure” appliance, using it as a
proxy, to perform content analysis in real time and block connections that contain private
information.

A SMTP Proxy: analyze email content for violations of any of the content analysis types
enabled. You can specify what action to take when a content analysis violation is found:
deliver to recipient, hold in quarantine for review, block, or gengur encryption engine.

A  Web Proxy (HTTP & HTTPS): analyze the content of outgoing traffic for violations of any
of the content analysis types enabled. You can choose to log or block the connection when a
content analysis violation is found.

A IM Proxy: analyze the content of instant messages for violations of any of the content
analysis types enabled. You can choose to ignore, log, or block the connection when a
content analysis violation is found.

éPalisade' >
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> IM Proxy

> SMTP Proxy

HTTRHTTPS Proxy

IM Traffic
SMTP Traffic
HTTPHTTPS Traffic

J Eecuhe

Ames
Sales
Develapment

DLP Remediation i Email, Web, and IM Proxy

Internet

EnterpriséArchitecture

Manage multipleeacketSurg” appliancesrom one wekbased interface witthe PacketSurg”

Central Management System (CMS)PAcketSuré” appliance is installed at each egress point and
each appliance sends data to the centralized datab&se GMS. Reports are generated on the CMS
for all connected appliances or felectedndividual appliances. The CMS provides an interface to
monitor and manage d@MacketSure”" appliances, including creating and pushing configuration,
policy, and contenanalysis packages to each appliance to define the types of traffic and data each
PacketSuré” identifies.EndpointAgents are also configured and monitored from the CMS.

Development

Sales
4

® 8=
J o

Des Moines ‘
PACKETSURE,

[® Endpaint Agents

Central Management of Multiple PacketSures and Endpoint Agents
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PacketSure Configuration

PacketSurg” is easy to set up, with only two Quick configuration windows and a rules wizard to
complete to get the system up and running with a basic configuration.

Packet3ure - Quick Configuration
Packetsure® (TH) Quick Configuration
PacketZure Quick Configuration - Stage 1

3et administration (ph) password

Verify administration (ph) password
Packet3ure Appliance IF Address
Network subnet mask

PacketSure Quick Configuration - Stage 2

Default router (gateway) for IP PacketSure Appliance IP Address 172.16.1136
(X) Hub

Tztmeel Commest iy { ] Switch Metwork subriet mask 2562652550
{ ) Inline

Detault rauter (gatevway) for P 1721611

[ S3ave ] [ Aidwvanced ] [ Help ]

Hostname of this machine (e.3., ph)

Mame of domain in which this host resides
(2.9, domain.com)

Mame server 1
Timezong »~
Administrator emeail address

Management hosts or subnet in IP-Mask 0.0.0.000.00
formeat

[ Finish & Reboot ] [ Join a CMS ]

Packetsure Quick Configuration Help

Quick Configuration Stages 1 & 2

Rules

After completing thenitial configurationof the PacketSure" applianceusethe Rules Wizardo
easilycreatea basic set of rules and policidhe Wizarddisplaysa series of pages where you select:

A Protocols tallow, block, or log
A Types of content analysis to perform.
A URL cateyories to allow, block, or log.

? Help

Select an action to take for 2ach group of pratocals, either allow or black, Select the log checkbox ta log
activity for the rules in that cstegary. Each of these protocols sllows different types of traffic accross your
netwark,

Category Action
Protocol Allow | Block | Log
web Ernail ® | O
Praxy ® | O
Ernail Pretacols ® | O
Instant Messaging ® | O
File Shating and Printing | & | O
Peer to Peer ® | O
File Transfer ® | O
Streaming Medis ® | O
Remote Access ® | O
walP ® | O
HTTP ® | O

Quit Wizard | Confinuelo Step 25 |

Rules Wizard i Select Protocols
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Thefirst pass through the Wizard crea@kwbal rules that apply to all useEach subsequent pass
through the Wizardreatesules that define policies for an AD groupadPacketSurg’ zone(auser

defined group of IP addres3e$hese rules apply only to the users in the group or zone.

Step through the wizard again to et
rules for a specific zone or Adive
Direcktary group,

Zone:

tdarketing -

AD Group:

| Fust configure AD first - |

=y

Rules Wizard 7 Select Groups

After theWizardrules sets activated, ifs displayed on throtocol Rules page of tiules &
Polices tabFine ture the ruledile as needed using the options availaii¢his page

@I’aﬁsade'

PacketSure Feedhack Help  Logout
] [] ] ]
Diagnostics Admin Advanced

Home Endpoint Reporting

Protocol Rules

Wizard

R Viewing Active Rules

Save as Activate and Restart

Manage Rules Files

Content Analysis
Email Proxy
Web Proxy
preo
Redirect URL © ] k2 2
. [+] Web_Email Action: 9|28
S [+] Proxy Action: EEE]
- [+] wWeb_Filtering @
custom URL optiens [+ Email_Protocols action:[lag v @29
EmelttEs [+] Instant_Messaging Action: @l EI Ql
PR T [+] File_Sharing_and_Printing Action: @I EI QI
RestartRebost [+]Peer_to_peer Action: EEE
[+1 File_Transfer Action: @ Q QI
[+] Streaming_Media action:[log  [¥] @IEIQI
[+] Remote_access Action: EEE
[+] YoIP Action: @g@
[+]HTTP action:[log  v] @29

Protocol Rules
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Manage Rules

On the Manage Rule Files pagezate new rules filg anddownload, uploador activate rulefiles.
Each time a&hangdas made, a copy of the file is savand listed under Change Management so you
can kee track of changes to ridéles.

PacketSure

| | |
Home _ Endpoint Reporting Quarantine Case

Manage Protocol Rules Files

Manage Stored Protocol Rule Files

Wizard
Protocol Rules List Rule File Download @ View/Edit | Activa
Manage Rules Files
Content Analysis ; ; : :
ADGroups.rules - 3 @ & @ (& @
Email Proxy + + : :
Web Proxy
Create a new Protocol Rule File:
e
Redirect URL
Alerts Upload a Protocol Rule File:
Custom URL Options Change Management
Email Lists Rule File se Date & Time Download View
o 1284063547_phrules  ph | 09/09/20100319:07PM |4 b
1284063484_phrules = ph | 09/09/2010 03:18:04 PM | i 9
Restart/Reboot
1283433011 _ph.rules ph 09/02/2010 08:10:11 &AM IS -
[+] Advanced

Manage Rule Files

Data Loss Prevention

PacketSure” performs deep packet inspectiordata and files being transferred on your netviork
analyze the content of reassembled network packetslentify private informatiorthat may be
leaving your networkContent analysis is performed across more than 140 protocols and in
numerous file typeRacketSurk’ uses both builin and usecugomized content analysis methods to
detect private data on your network

Private Data Types Protected

Private data identified inetwork traffic, a Discovery scan, or by Endpagéentered in the
PacketSure” logs and reports can be generated from the data. Details about the data are available in
the Detail reports and Incident View window. Sgentent Analysis Detail Repopg.23.

éPalisade‘ 6
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Credit Card Matching

Major credit card companies use standard numbering sequences that are unique to each brand of

card,. PacketSul¥ Credit Card matching recognizes the identifiable patterns of numbevssr

Master Card, Di scover, A meredit @@aandals@puses hesLUlHNM d Di ner
algorithm to validate the number.

Database Fingerprints

The Database Fingerprintsdture is designed to match specific data elements from your database of
private information, such as specific social security numbers, client data, or account nAnéers.

file of your datawith no formatting, also calledftat file, is uploaded to #aPacketSurt” appliance

Each element generates a token that is hashed and saved. The flat file is then deleted.

The PacketSuf¥ appliance examines the content of data and files on the network and compares it to
the hashed data elements. When it findsa&ch, it saves a copy of the data, which is made available
in a Content Analysis report

File Fingerprints

The File Fingerprints feature uploads documents to PackétSiat contain content that should not
leave your network. These documents may cordiihanumeric characters as well as miiite

characters (UTH). PacketSurd par ses the documentds text into wi
these windows to create a fingerprint for the entire document.

Documents are compared to the uploaded docun@identify hash sequences that match. When a
match is found, a content analysis violation is generated. Between 150 and 259 matching characters
(2-3 lines of text) are required for a match that generates a violation. This text must include a
sequence ofato matched phrases.

In a Content Analysis detail report, the matched phrase or phrases that triggered the violation are
highlighted and the uploaded document it matched is identified.

Personal Healthcare and Financial Information

A lexiconis an xml file that contains a list of specialized vocabulary and phrases unique to a specific
subject. For example, PacketSUtincludes builtin lexicons for the financial and healthcare

industries PacketSurg" examines theontent of data and files and identifies specific words and
phrases fronthesdexicons of specialized vocabulary unigque to the financial and health care
industries. Also required is a match on information that would identify the person, which helps

prevmt f al se positives. For example, if the phras:
identify the person involved must also be matche
0123456 0 -inlekiboas cdnupe rhotified or copied anddified to create your own custom

lexicons.

Personal health information (PHI) is protected by the Health Insurance Portability and Accountability
Act (HIPAA) Privacy Rule enacted in 1996. Protection of personal financial information is required
by the Grarm-LeachBliley Act (GLBA) enacted by the U.S. Congress in 1999.

Custom Lexicons

Create custom lexicons with words and phrases specific to your company or industry. These custom
lexicons appear on the Content Analysis page in the Rules Wizard and in #hecka#ges.

PacketSurg’ examines the content of data and files and identifies specific words and phrases from
thecustomlexicons and, when a match is found, a content analysis violation is generated. In a

éPalisade' 7
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Content Analysis detail report, the lexicon namd phrase or phrases that triggered the violation are
identified.

Social Security Numbers

PacketSur€" has a builin extended regular expression that identifies U. S. Social Security numbers
contained in data and files being transferred on your netwatisoovered in data at rest.

UserDefined EREs

UserdefinedExtended Regular Expressions (ERES) are for advanced users and are created to search
for matching text in data and files after the network packets have been reassévhisiedn ERE is
matched, a copy of the message is saved and details can be viewed in a Content Analysis Detail
report.

Content Analysis Packages

Content analysis is activated by assigning a CA package to a rule, group, or Epdpkégte CA

packages are configed on the Content Analysis page on the Rules and Policies tab. Create multiple
packages with different types of content analysis selected to define the types of content analysis that
is performed for a matched rule or group, or a file during an Endpgimtiscan.

CA Packages

Create a new CA package: Create

|} Credit Card Numbers Detected Types
D Personal Financial Information
l_, Personal Health Information
= Profanity

=] Profanity

|} Social Security Numbers (US)

Custom Policies

elect Lexicon Name

NoMatch

L]
] | e
sl

1 |:|>

PFLID

elect Database Fingerprints (0 of 4)

Wulti-ElementsperLine.bet
P

[T] | 3_Piain_Text bt
0

Acct_NumbersFlatFile.txt

1 |:|>

elect File Fingerprints (0 of 1)
] | Ps_ouotexis

elect File Types (0 of 6)

] | msExcel
[ | poF
0

WordPro

<

:ct Compound Policics (0 of 1)

] | cc_ssn

Advanced

Save

Select Content Analysis Types for CA Package
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Information about content analysis violations can be viewed in the Content Analisssovery
Detail reports. Se€ontent Analysis Detail Reporig.23.

EmailProxy

Route your SMTP email to tHeacketSure” applianceto analyzethe content br violations ofany
content analysig/pesthat areenabled. You can specify what action to take when a content analysis
violation is foundhold in quarantine until further revielag anddeliver to recipient, block, or send

to your encryption engine.

PacketSure

| |
Diagnostics Adn

| case

|
Endpoint Reporting TP ——

Email Proxy Settings

Protocol Rules

Content Analysis
Rule and Quarantine Options

Ernail Proxy Rules List Warn Warn message &
Manage Rules Files Block Block/Bounce message &
Email Proxy Settings Hold D Motify sender on Hold (/)
Web Proxy Encrypt Encryption Engine Address: port: 25

IM Proxy Emails with violations in the subject line:

@ Block emaile with violations in the =ubject line

Redirect URL (©) Forward emails with violations in the subject line to encryption

Alerts [+] Advanced encryption options

Zones

Custom URL Options Violations |:| Notify security person upon viclation at this email address:

Email Lists

[+] Advanced

Packet Captures

Email Proxy Settings

Restart/Reboot

The Email Proxy has its own setrofes that define actions f&MTP amail passing througthe
proxy. Define rules that apply to all users or only to specified sender email addresses or content
analysistypes.
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Landing Page

Email Proxy Rules

Protocol Rules

Enable Email Proxy
Content Analysis

|

Email Proxy Save
Email Proxy Rules List
Manage Rules Files Viewing Active Rules
Email Proxy Settings Activate Save As
wen proxy B EEE
oy {41 . psi_enginers, psi_sales CAPackage: Wiz [-]0 || | o] &
Redirect URL H ) Global A PR E_________J_IWizard -0 EI L_I QI _JI
Alerts Credit Card violations Action:| Log j
Health Lexicon violations Action:| Log j
Zones
Finance Lexicon violations Action:l Log El
Custom URL Options Social Security Number violations Action:| Log -
Email Lists File Fingerprint violations Action:[ Log
Database Fingerprint violations 2 j
Packet Captures 22 Action:|Log
PS File Fingerprints {Regex) violations Action:l Log El

Email Proxy Rules

Web Proxy

Route youroutgoingweb traffic to thePacketSuré" appliance to analyze content for violations of
any of the content analysis types enalaledchoose to log or block the connection when a content
analysis violation isound.Manage web access for clients ustagketSure’ as a web proxpy
selecting categories to allow, log, or block frtme list of web categories on the Web Proxy page.

PacketSure” also provides the ability to manageb accesand content analysksased on
membership irctive Directory user groups tacketSure’ zones. Unique options can be selected
for each group or zonseuch as content analysis for HTTP and HTTPS, enabling or disabling safe
search fothe majorsearch enginesuch as Googld3ing, and YouTubeand web filtering categories
allowed or blocked

SSL Settings

Accessing secure web sites (HTTPS) through the web proxy causes errors to be displayed to warn the
user that the site is not safe. This happens because the SSL ceftitetiee secure site is not

transferred through the proxy to the client. PacketSure provides an SSL certificate to download to all
clients that allows the secure site to be accessed without displaying the warnings.

Advanced

Advanced options for the Web Rxoinclude content analysis for HTTPS connections and support for
Ci s aMedGache Communications Protocol (WCQAPyour router supports this protocol it can be
configured to route HTTP traffic from any browser on the network t®#uketSure” web proxy.

The builtin Web Proxy also interoperates with a Cisco IrorfPéfeb Security SSeries appliance
(WSA) to perform content analysis on traffic forwarded from the IrofiPort

é Pa.lisade ; 10
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Palisade’ | packetSure

Rules & Pol

Landing Fage

Web Proxy Settings
l Protocol Rules

l = Analysis Redirect on blocks

Email P
L [+] SSL Settings

Web Proxy Rules List [+] Advanced

Manage Rules Files

Web Proxy Settings

Web Proxy Settings

The Web Proxy has its own setrafes that define actions for HTTP protocols accessed by browsers
configured to use the proxy.

PacketSure
1 1 ]
Home m Endpoint Reporting Case Management Diagnostics

Im

Web Proxy Rules

@ Dizsbiz Web Froxy

@ Use Buittin Web Froxy

':::' Allow inter-operability with Cizco IronPort 5-Series
Save

Web Proxy Rules List

Manage Rules Files Viewing Active Rules

i) (o)

Web Proxy Settings

IM Proxy

[+1 HTTPS CA Packege: 28|

[-1uTTP €A Paciage: )
Credit Card violations ﬂfﬁ“'“"—"s—‘:l ﬂ
Health Lexicon viclations e rea——
Finance Lexicon violations Actionfls [+ v
Social Security Number violations

P ea——
F e e S Action{es =]
[+] SafeSearch 2| 8

[+] URL_Filtering gﬂg

Web Proxy Rules
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Instant Messaging Proxy

ThelM Proxy analyzethe content of instant messages for violations of any of the contdysiana
types enabledChoose to ignore, log, or block the connection when a content analysis violation is
found.The IM Proxy has & own set ofules that define actions for IM applications configured to use
the proxy.

W Palisade’ | packetsure Feedback

| : | case [ - > | =
Home Endpoint Reporting Management Diagnostics Admin

IM Proxy Rules

Landing Page

Protocol Rules

[T Enable 1 P
Content Analysis nabe o

Ermail Proxy D Allow IM Proxy File Transfers (CA cannot be performed on file transfers)

Response on blocked IM: Message from PacketSur

Save

Viewing Active Rules

Activate Save As..

Web Proxy

IM Proxy Rules List

Manage Rules Files

Redirect URL
Nerts BEEE
. EEEE
Custom URL Options [+] AIM_and_ICQ CA Package: 2| 8|
Email Lists [+] IRC CA Package: EI @I
Packet Captures [+] MSN CA Package: él @I
RestartReboot [+1 Yahoo cApackage: Moresdera <] 2| O]
[+]Jabber_and_GoogleTalk CA Package: él QI

IM Proxy Rules and Settings

Endpoint Agent
TheEndpointAgentincludes both:

A Endpoint Protection: Prevent users from copying sensitive data to devices such as USB drive or
CD/DVD.

A Discovery Scans: Analyze the content of data at rest in local and remote file systems on network
servers and workstations.

Endpoint Protection

The Endpoint agent can monitor and block files with content violations being copied to external
devices. The Endpoint agent detects the following devices:

A CDs or DVDs

A USB Drives

A Firewire (a high performance serial bus used to connect devices to a computer)

Content Analysis can be performed on files copied to a USB drive or Firewire and files with
violations specified in the Endpoint Package can be allowed or blocked. Or you candelieckam

copying any files to these devices. Although content analysis is not performed on files copied to CDs

and DVDs, you can block access to théeeicesto prevent copying any files, regardless of content.

épalisade' 12
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DiscovenScans

Pal i s€£adgointhgentruns as a service afindowsworkstations and servers silently scanning
files storedlocally. The EndpointAgent can also scan designated remote file systems, such as those
with Unix, Linux, or Mac operating systenos a server useexclusivelyfor file sharing. Endpoint

Agents are managed from tRacketSurf’ web-based interface, where yean identifythetypes of

data each agenetectsas well as start and stop the scanning proddssagent reports its findings

back to thePacketSur' appliance, where reports can be generated for one or more mamhiices
namesSeeReports pg.17.

Endpoint Packages

Endpoint packages contain options to define settings for Discovery scans and for Endpoint protection.
Endpoint protection can block access to a device such as a CD or DVD, USB drivewiekire

perform content analysis on files being copied to USB or Firewire and block files with violations

from being copied.

& Palisade’ PacketSure

— | ] ] ] ]
Home Rules & Policies W Reporting Case Management = Diagnostics

Endpoint Packages

Create a new Endpoint package | | [Create |

CAPackage: Wizard [v]

Discovery Settings
Scan For:
Credit Card Numbers
Social Security Numbers (US)
Personal Health Information
Personal Financial Information

Endpoint Settings

Device Settings
e

Policy Settings
Credit Card Numbers
Social Security Numbers (US)
Personal Health Information I ﬂ
Personal Financial Information ﬂ

[Y
[

Endpoint Packages

éPalisade* 13
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EndpoinCommand Console

Creategroups of installeEndpointagents, called Hives, to assign Endpoint packages to multiple

agents. CA Packageselected in Endpoint packagdsfine the types of content analysis to perform

on a machineds file system. The hive erMtmayba he age
moved to a different hive at any time.

TheCommand Console is also where Discovagns of network machines atarted, stopped, or

paused. This page also displays the status of the agent and, whernsarsgaiogress, the percentage

of files scanned. The agent automatically updates to the latest CA package at the beginning of a scan.
The status is displayed Bgdating when this occurs.

" | PacketSure Feedback Help Logout

] ] | ] ]
Home Rules & Policies m Reporting | Case Management = Diagnostics Admin Advanced

|5513ﬂ8ran w PauseScan  « StopScan 5§ Move checked [ Save |

Endpoint Package Scan Status

Y

Ho Endpoint Agents in this Hive
Condal 7] [Ze|

[ ] SHAROHVISTA (3/5) [ crandall [=] E|E]

- i 7]
[ [}l () GEMINI (44) | crandall [=]

=] crandall
[ Bl XERXISTA (2/8)

- [Fore ssogree (o]
[0 1 @ DEVA (22) [None assigned [~] EC]

Automatically update every: minutes
Time to next refresh: Paused. Restart?

Endpoint Command Console

Web Filtering

Thewebfilter contains milliors ofweb sites grouped in categories. These categories of wehrgtes
bemonitored andan bdoggedor blocked to prevent users from accessing inappropriate web sites.
Web access can be controlled by defining the same optioaB tmers or different options for
different user groups or zones.

The list can also be customized to allow access to specific web sites contdiluetkénicategories
or to add additional sites tcategory ThePacketSur€' rules include th&Veb_Filteing rule with a
list of web site categories to choose to log, block, or aflod/ options to redirect users who access
blocked sites
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Edit Web_Filtering

E

Block — Block Block — Block

AnimalShelters ® @ ] Hobbies [=] @
Opera Jobs F @
training_sites Kids Sites
Lifestyles
Sy Leg Motor Vehicles
News v
Advertisement 8]
oo Photo Search
Entertainment Pornography D
Chat Real Estate
Computing Reference
Crime 0 Religion
Dating Search Engines
Drugs Sex Ed
Education Shopping
Finance Social Networking
Food Sports
Gambling 0 Streaming Media
Games O Travel
Glamour Violence 0
Government Weapons
Hacking Web Hosting
Hate Speech L Uncategorized Web ]
Health
AllowList custom category [edit] [7] perform CA BlockList custom category [edit]
CA Package: | Wizard : I Color:  White : I Perform Traffic Statistics
Safe Search
AOL O Ask B
Bing = Google =]
Yahoo = YouTube il

[+] Redirect Options

[ Save and Restarl.] [ Cancel ]

Web Filtering

URL Custom Categories

Use the URL Custom Categories to create your own specialized categories of @b @ block.
Two custom categories airecluded AllowList and BlockList, ready for web sites to be addedd
sitesto the AllowListthat arein a blocked categorgnd these sites become accessible to usettse
same wayadd sites to the BlockLighat are in an allowed category and these sites are then blocked
from access.




PacketSure Technical White Paper

PacketSure

1 1
Home m Endpoint Reporting | Ca

URL Custom Categories

Categories

Edit ;| Delete

L]
4 L]
Opera s & @
pet_sites 3 & @
training_sites P & E]
Create new Custom Category:
URL Custom Categories | | [Create ]
URL Lockup
E— Upload a Category File:
Packet Captures Choose File | No file chosen

In addition to the primary URL added t@astomcategorychoosehow to manage alternate sites and
resources siteg\lternate sitesre additionalURLs and IPs that display the same site as the primary
URL. For example, www.cnn.com includes alternate sites at www2.cnn.com, www3.cnn.com, and
www4.cnn.com. Each dafacketSure’ checks for changes the alternate sites. These are

URL Custom Categories

dynamically updated to ensure that the alternate sites are current.

Resourcesre other URLs a website calls to add content to a page. For example, a banner ad may
come from a resource IP tha not part of the main site. Use Lookup Resources on a website in a
category that you intend to set to allow so that all resource sites are also allowed and the website
loads completely, with all its content.

Pets Sites

@ slternate site Samples (Dynamically updated)

| petfinder.cam

64.62.133.224 => [064062113224.discovery .com

[+ B www purina.com

[+] & wwiw peteo.com

[+] & bissell.com

[+] & www bissell.com

[+] & redirector.vip.ashb.att.discovery.com

[+1 B www animalplanet .com

[+] B cart-secure.com

[+] & shop.theanimalrescuesite.com

[+] & heartgard us merial.com

[+] & frontline us.merial.com

[+] & unknown petfinder.com

[+] & forums petfinder.com

[+1 & 3.adbrite com

olloje|e|o|e|e|e|o|e|e|o|o|e

5

Resources and Alternate Sites
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Reports

PacketSure’ contains several types of reports to traoktent violations anthe use of network
applications. Reports are generated from the log information inserted iRadketSuré’ database.
Eachreport type displays a different set of data in a tddde graphor pie chartOn most reports,

additional detail is available by clicking orimked entryin a detail reporta bar inagraph or a

section ofapie chart

Dashboard

ThePacketSur€' Dashboard displays four reports of your choosing that automatically refresh every

fifteen minutesBy default, @ ¢ h

report

shows t he

current

PacketSure Dashboard

Help
Time ta nexd refrest; 14 Minutes, 54 Secands.

Refresh Now

B Most Ponular Websites

Pie = Incidents per Violation Type Bar =]
[ =R=1 - | =] =

HTTP-iheo-Fiah
By s s
s,

700
00 Sacial Security Number CompanyCenfidential ERE:
Fepeat: 10 I Fapeat: 11
500 s33% 2.18%
2
i Parzanal Financisl Informatian Earonal Heslth Information
E‘ e Fepeat 7 Repeat: 14
5.83%
200 11.88%
et Card Number:
200 ” Repest 21 Cumencies ERE
= 198 3a.18% —— Repeat: 37
100 a0.83%
o
Semer
(5 Bvtes per Rute tame 8 (4] Matenes by Rule Group with Historic Comparison 8
By TSI 80000 -
3o HITE_URLLEL W AL Fittering
HTTP-a0k-PES: T 50000 i B urre
r SR |
i Proxy
b i Aa000 u

ShoCat 20000
e Web_Email
ws
oen0 W Remote_Access
ik et h@
Bes: T2 NeBRS SN, a > HTTP_URLList
oem By s n -
EEY Juntd4 a1z Jun1o Jun g
nnnnn =
Fenoett stz dun aun s
B Date

= =

i . B Email_Protocols
£ s00m

W File_Sharing_and_Printing

Dashboard

17
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Standard Reports

A variety of standar@pre-defined)reports are availabl&everal types of reports are available:

> > > D>

Detail: all available data for the specified critediaplayed in a table
Top Ten: summary of data displayed in a bar graplpie chartlimited to the togen items.
History: connections history for the last seven days displayed in a bar graph.

Trend: data trends displayed in a table or graph.
Distribution: ranges of file sizes and the number of connections for each range.

Selectradio buttonsandoptions fom the dropdown lists to define the report you nesdt the time
period for the reporthen clickGenerate Bport.

Standard Reports

- Metwork Usage Reports

©) Bytes per ...

) Connection Details

©) Connection Distribution

) Matches by ...

©) Mumber of Connections by ...
) Top Source IPs by Bytes

©) Top Source Users by Bytes
) Bandwidth by Traffic Type

Rule Group [~ |

Rule Group |~ |

|De5tinatior1 IP EI

Rule Group [~ |

Top 10 (Bar) [~

Detail

Distribution
Top 10 (Bar)
Top 10 (Bar)
Top 10 (Bar)
Top 10 (Bar)

Top 10 (Bar) [ -]
Top 10 (Bar) [

© Bandwidth per ...

Standard Reports

18
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Sample Standard Reports

Gonnection Details

| ave ‘ (L Prit | ", Dounload | || Email | |~ Repont Editor ‘ 2, Rafrash ‘ | Adjust Time

[-] Hide Filters

Between Jan 29 2010, 00:00:00 and Jan 28 2010, 12:28:01

Rule Name Source IP Address Source Port Saurce User Source Zone Destination IP Address

Jan 28 2010, 12:26:28 | HTTPS bd 172.16.127.115 51278 b&d 172.16.1.152 443
Jan 28 2010, 12:26:28 | HTTPS bd 172182218 1279 bd 1721811852 443
Jan 28 2010, 12:25:56 | HTTPS bd 172.16.1.240 52788 b&d 172.16.1.238 443
Jan 29 2010, 12:25:50 | HTTPS o 172182239 61022 bd 1721811852 443
Jan 28 2010, 12:25:43 | HTTP bd 172.16.2.88 52639 bd BE5.49.19.181 BO
Jan 20 2010, 12:25:21 | HTTPS o 172.16.2.88 52633 bd 172181152 443
Jan 28 2010, 12:25:21 | HTTPS bd 172.16.2.244 60068 bd 172.16.1.152 443
Jan 20 2010, 12:24:41 | HTTPS bd 172.18.1.240 62477 bd 1721639 443
Jan 28 2010, 12:24:36 | HTTPS bd 17216288 52631 bd 172.16127.113 443
Jan 20 2010, 12:23:23 | HTTP o 172160114 60298 bd 17218111 1780
Jan 28 2010, 12:23:14 | HTTPSZMe bd 17216163 57614 bd 172.16.1.136 443
Jan 20 2010, 12:23:09 | HTTPS bo 172.16.1140 1661 bd 172161152 443
Jan 28 2010, 12:22:44 | HTTPS bd 172.16.2.249 3283 bd 172.16.1.152 443
Jan 29 2010, 12:22:11 | Gmall bo 172162218 30088 bd 721420417 443
Jan 28 2010, 12:22:06 | Microsoft-DS bd 172.16.2.134 21B2 bd 172.16.1.126 445
Jan 20 2010, 12:22:06 | HTTP bo 17216268 51776 bd 17216170 3128
Jan 28 2010, 12:21:58 | NetB|0S-SS| bd 172162134 21B5 bd 172.16.1.124 139
‘\lsn 203010 12:2135 | HTTP-Bm IHHH—J 177 161 240 c7033 I bd 173181 038 11a?>|

Detail Report

|| Email | | | Report Editor | “% Refresh | | Adjust Time

Rules Summary Report
| Save | Q Print | r Download |
|+] Show Filters
600
563
500
A00
g
o
g 300
w
200
100
o
URL_Filtering
HTTRS2Me

166
144
125
'ﬂﬂ-

MEtBIDS-55N Micrasoft-0S SMTP
CoogleHTTRS

Rule Name

HTTP-POST

HTTP-Proxy HTTPZMe Gmail

Top Ten Report Bar Graph

él’alisadei
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Bandwidth per Rule Group

| Save | QPrim | ;Download | || Email | || Report Editor | @Refresh | | Adjust Time

[-] Hide Filters

Between Jan 29 2010, 00:00:00 and Jan 29 2010, 12:08:50
Fule Group = .+

AND

Fule Group not equal to HTTP

File_sharing_and_Frinting:
Packets: 10743
1.08%:

Email_Frotocols:
Packets: 9580
0.96%:
Web_Email:
Packets: 7049 —
0.71%:
Instant_hessaging:
Packets: 3490
0.36%
P roy:
Packets: 1008
0.11%:

File_Transfer:
Packets: 685215
G0.00%:

Remote_ ACCESS: Special_Purpose:
Packets: 16999 Packets: 241275
1.71% 24.32%:

URL_Filtering:

Packets: 16253

1.63%:

Top Ten Report Pie Chart

Connection Data History Report

save | ) Print ‘ , Dounload | || Email | || Repen Editor ‘ 2, Ratrash ‘ - Adiust Time

[+] Show Filters

waday

0 |

01/20/10 12:00 AM 01/20/10 5:00 AM 0120/10 10:00 AM
Date

Iﬂ. HTTP URLList Iﬂ. HTTPS2Me &l HTTP-Proxy m. Microsoft-DS. ‘.._(.l NelBIOSSSN |V HTTPZMe M‘l GoogleHTTP

History Report Bar

éPalisade‘
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Connection Data History Report

save | (jPim | Download

|| Email ‘ || Repen Editor ‘ 2, Ratrash | - Adust Tme

[+] Show Filters

5000

A000

2000

maday

2000

01/22/10 1200 AWM DL(23/10 12:00 AM

Mo HTTP-Proxy .!.o FTPContral

DL24/10 12:00 AM  OL/25/10 1200 AM  OL/26/10 12:00 AN
Date

Mo HTTPSZMe .5 FTPAGtive Mo MicrosoftDS p_flo NetBIOS-SSN M HTTP-POST

OL/Z7/1012:00 AWM DL/28/10 12:00 AWM 0L/20/10 12:00 AM

History Report Line

SMTP Social Analysis

) Save | (L Print | . Download

|| Email | |1 Report Editor | 2 Retresh | | Adjust Time

Legend

l Recent Violations Sent (Past 24 hours)
| oldviolations Sent (Over 24 hours ago)
[l no violations sent

Received

[

jbrown@palisadesys.com
Sent: 30
Recent violations (Past 24 hours): 3
0ld violations: 15

L

[

Social Analysis Graph

éPa]isade‘
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Packet Processing Trends

| Save | g Print ‘ ' Download | || Email | || Report Editar | = Refresh | ) Adjust Time
|-] Hide Filters
Between Jan 29 2010, 00:00:00 and Jan 29 2010, 13:17:32
100

80

6o

A0

20

s}
100 200 300 400 5:00 G:00 700 8:00 900
Time:
v Packets Received by Kernel I . Total Packets Dropped

1000 1L00 1200 1300

100

a0

GO

40

20

afmuaiiad

Trend Report

Connection Distribution

| sawe ‘ L Pt | ", Download | | |Email [ Report Editer ‘ =, Rafresh ‘ | Adjust Time

[+] Shaw Filters
12000

11985

10000

8000

2680

1618

1-10 100 - 1000 10000 - 100000 1000000 - 10000000
100000 - 1000000

Bytes

10-100 1000 - 10000 10000000 -

o =

100000000 - -

Distribution Report

él’alisadei
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Content Analysis Detail Report

A detail reportfor content violationgan be generatdtbom the Standard dReport Editopage A
detail report contains all informanayathered about the violatidiisplayed in a tablé he content
analysis detail repoih the following illustratiorincludesviolations for:

A Credit Card number

A Social Security number

A Personal health information

Violations can beletectedn all file types and protocols monitored BacketSuré” rules

Content Analysis Details

) Save | [ Print 4 Download [ Email || Report Editor

“% Refresh |7 AdjustTime | TagorAssignto Case

] Hide Fiters,

Q. [ Jan 262010, 13:17:23
Qo | Jan 26 2010, 13:17.07
Q. | Jan 26 2010, 1311651
QL | 1an 262010, 13:16:35
O | 1an 262010, 13:16:27
Q. | Jan 262010, 09:49:08
Q. | Jan 262010, 08:48:11
Qo | Jan 26 2010, cerizar
N

@ =) 3 [m] = =) o ]

Jan 26 2010, 09:01:41

| Rule Name |

SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP

Between.Jan 12 2010, 00:00:00 and Jan 26 2010, 13:31:01

Viclation Type

FP-Multibyte. if File Fingerprints a
Credit Card Number 1
Credit Card Number 2

Social Security Number Patient_nums.{ 25

LexMultibyte Lexicon a
FP-Multibyte. if File Fingerprints a
LexMultibyte Lexicon a

Personal Health Information, Social Sec| 25

Social Security Mumber Personal Heal| 5

| violation score |

Number of Violations | Matched Tokens

779, 2, ?Jaced_in_the_body_of_an |
6011174113433715
4538366719167048, 4485331 775141380, A91686:
411-73-1278,411-23-1257,411-23-1239,411-23-
formula, document, document, data,, recipe:
_27 2,laced_in_the_body_of_an_{
formula, document, document, data,, recipe:

barb,akew, 411231239 dee end 411231275,411-2|

411-23-1256,411-23-1239,411-23-1257,411-23-

Content Analysis Detail Report

In the CA column ofthetable, dick the magnifying glass icon to sadditionaldetals about the
content violatiorin theIncident View window.

23
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Incident View

Details about all violationdetected in thelata or filesare displayed in thimcident Viewwindow.
The information in this window includesetadata, message data, highlighted text that triggered the
violation, andconnection data

CA Action Rule Type Source IP Destination IF Tan(s)
Log SHTR 152.168.221.143 172.16.1.238 New

2010-02-15 16:54:13-08

Related files
File Name File Type  Violation Type Violation Score Matched Tokens Tag Tagged By
_message_ 0 [
_headers_ 0 [
muitipart-alteratived 0 [
text-pisint 3 F]
Farsonsl Heslth Infarmation ] New &
texthtmiz E s
Personal Health Informatien 3 g Mew &

[+] Connection Data
[+] Social Analysis Details
[-] Violation Details
[+]_message

[+] _headers_

[+] multipalit-alternatived
[+] text-plaini

[-] text-html2

Violations EE , Download File] |- Email Fil

Patient Name : John Doe

DOB : 10/ 10 /1955

Was admitted o the hespital on 11 / 11 /2006 suffering from angina

]

work: 515N
P StSTRE
Email

Securing Your Data |s Cur Business™
=~This communication including any may contsin ial i tion and is intended only for the individual or
entity to whom it is addressed. Any review, dissemination, or copying of this communication by anyone other than the intended

recipient is stricthy prohibited. If you are not the intended recipient, please contact the sender via email, delete and destroy
all copies of the original message.

TagiCase | |, Downlaad & Archive| || Email Connection Archive|

Content Violation Details
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Discovery Reporting

A summary of results fromRiscoveryscan of locabr remotefile systems is available on the
Reporting tabReports can be generated for a machine, a scan name, or a scan name and file owne
bar graph summarizing the content analysis violations found during the selected scan is displayed.

PacketSure Feedback Help Logouf

Home Rules & Policies | Endpoint Reporting = Case Management = Diagnostics Admin Advanced

Discovery Reporting

Mo Discovery Agents in this Hive

[] SHAROH-VISTA Select scan: | Oct 7th 2010 10-05-06AM (Complete) | = | | Violations [« ] <=
[+] Show Fiters

1200

1000

800
=
F
¢
3

;‘ 800
2
I
3

400

200

*
0
Personal Health Information Lexicon Credit Card Number
Personal Financial Information Lexicon Social Security Number
Violation Type

[+] GEMINI Select scan: No scans available for this machine [+ | | Violations [=] =

Mo Discovery Agents in this Hive

Select scan: No scans available for this machine [+ | | Violations [=] =

Discovery Summary Report

éPa]isade‘ o5
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A detailed reportontaining all available information about violations found during a saarbe
generated by clicking oa bar in the graph or from the Standard Reporiemort Editor

Dashboard
Real-Time Reporter
Discovery Reporting

Most Popular Websites

Matches by Rule Group.

Most Changed Sources by

Bytes
‘Standard Reports.
Report Editor

Recent Reports

Traffic Statistics

PacketSure

]
Home | Rules & Policies

| | |
Eravont N - | monins

Data at Rest Violations for SHARON-VISTA

Feedback Help

]
Admin Advanced

Logout

—

) Save (3 Print | Download Email ] Report Editor

%, Reffesh . AdjusiTime | TagorAssign lo Case

[ Hide Fiters.

Between Nov 16 2005, 15:10:44 and Nov 16 2010, 15:10:44

equalto B8024267-2058-44:

AND

Scan D equalto Oct 7th 2010 '58:45AM

AND

Vilation Type equal to Personal Financial Information Lexicon

Violation Type

Machine Name

Humber of violations

Violation Score

0ci72010, 12628 | Personal Financia nformation Lexicon New | SHARON-VSTA | 1 2 s
0ct7 2010, 12:04:56 | Persons! Fnancial nformaton Lexicon New | SHARON-VETA | 1 : 101
0ct72010, 120458 | Personal Financia formation Lexicon New | sHaRON-VETA | 1 s s
06172010, 120147 | Personal Fnancil nformaton Lexicon New | SHARON-VSTA | 1 s 7
0ct72010, 120147 | Personal Financial nformation Lexicon New | SHARON-VETA | 1 3 6
06172010, 12:01:46 | Personal Fnancial nformation Lexicon New | SHARON-VSTA | 1 4 s
0ct72010, 115804 | Personal Financial nformstion Lexicon New | sHARON-VETA | 1 s 19
06t7 2010, 11:56:04 | Personal Fnancial nformaton Lexizon New | SHARON-VETA | 1 3 »
0ct 72010, 115804 | Personal Financial nformation Lexicon New | snaroN-vsTA | 1 3 s
06t7 2010, 14:56:01 | Personal Fnancil nformation Lexizon New | SHARON-VETA | 1 B 1
0672010, 115008 | Personal Financial nformation Lexicon New | SHARON-VSTA | 1 s 101
06172010, 11:48:58 | Persons! Fnancial nformaton Lexicon New | SHARON-VETA | 1 s s
0ct72010, 11:43:15 | Personal Financial formation Lexicon New | sHaRON-VETA | 1 s s
06172010, 11:43:14 | Personal Fnancil nformaton Lexicon New | SHARON-VSTA | 1 3 s
0ct72010, 11:43:14 | Personal Financial nformation Lexicon New | SHARON-VETA | 1 s s
06172010, 11:40:42 | Personal Fnancial nformation Lexican New | SHARON-VSTA | 1 3 [
0072010, 114041 | Personal Financial nformation Lexicon New | sHARON-VETA | 1 s 19
00172010 14:40:41 formaton Lesicon " Saponviera | 4

Humber of Matched Tokef

[«]

]

Discovery Reporting Detall

When Traffic Statistics is enabled for a rule, aggregated data is collected for statistical reports that
allow you to see traffic patterns aadomalies. The interval at which data is aggregated is user
defined. Use Traffic Statistics reports to identify increases or decreases in specific types of traffic.
Rules are assigned a default color (white, gray, or black) and these colors are usetifycssjkcific

traffic pattens.

Real-Time Reporter

Discovery Reporting

PacketSure

I
Rules & Folicies

Bytes by Color

| ——

Feedback Help

]
Admin Advanced

Logout

—

=) Save () Print

| 4 Download

Email ] Report Editor

%, Refiesh |- AdjustTime

1] Hide Fiters.

Between Oct 162010, 00:00:00 and Nov 16 2010, 15:12:18

Color not equalto proxy

Mast Popular Websites 50000000000
Matches by Rule Group
Most Changed Sources by
Bytes
Report Editor
20000000000

§

20000000000

10000000000

black

24168

whte
Color

ey

Traffic Statistics
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SMTP Social Analysis

When Social Analysis isnabled for an SMTP rule with content analyBiscketSuranalyzes SMTP
email traffic and provides visibility into traffic patterns for email that contegmgent violations.
Identify those users who send and receive violating eidaihtify email addresses that users
communicate with regularly where private data may be exposed.

SMTP Social Analysis

) Sawe | (. Print | . Download | || Email | || Repart Editor | %, Refresh | | Adiust Time |

Legend

. Recent Violations Sent (Past 24 hours) r
old violations Sent (Over 24 hours aga)
| o violations sent

Received

jbrowni@palisadesys.com
Sent: 30
Recent viclations (Past 24 hours): 3
0Old violations: 15

[«

Social Analysis

éPalisade‘ 27
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Report Editor
TheReport Editohas options to creatastom reportfrom userdefinedcriteria Criteria includes:

A Datatype: Connection, Content Analysis, Packet Processing, Protocols, Rules, URL
A Report type: Top TenSummary, Detail, History, Distribution, Trend
A Time period: By default,PacketSurg” storestwo weeks of data. Thiime periodcan be
modified.
A Other criteria: Rule Type, Rule Group, Source or Destination IP or Host Name, Zone, etc.
A Output Options: Specifyhow to display the report, for exampthe columns of datto
include in a Detail reporhow to group the data, suppress the graph and show data in a table,
etc.
, P.a]isade‘ PacketSure Feedback Help _Logo
Report Editor
DataType | Connection Data =]
Report Criteria

) Currently there is no additional criteria. Add more below using the
“Add new criterion” button

Add New Criteria:

Time [x]leqaite  [-]] [ Add new criteron |

Qutput Options

Groug By ReType  [7]

sum

Sum Absolute Values:

wimimu

Average Mone [

Sort by Spedial

Order by: -

[+] Advanced Options

Report Editor

@Palisade* 28
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Combo Reports

Combo reports generate several types of reports at the same time for one set oMieiteach
reportby selecting thditle barfor the report.

wPalisade” | packetsure Fecdback Help Logout

[ ] ]
Home Rules & Policies | Endpoint | Reporting = Case Management | Diagnostics Admin Advanced
Landing Page Print All
[ ongtoe 105 10 For Each...
Dashboard
Real-Time Reporter Filters
Discovery Reporting Time = 1 Weeks Ago 12:00 AW
- Time = Now
ST ‘Tmﬂlwm“;ev;hvmadnmfwmwﬂ(‘amwyrmﬁg\ms [=]
Standard Reports
700
Recent Reports 200
Date / Time 500
IP Range
400
User Group
T
Domain User "
200
Domain Group (AD Only)
Zone 200
Top 10 For Each...
) -
0 - “
17216.2.88 17216.2133 172161152 17216170
Source Host
Top 10 Web Users by Machine for each Web Category - Computing
Top 10 Web Users by Machine for aach Web Category - Finance
Top 10 Web Users by Machine for each Web Category - Reference
Top 10 Web Users by Machine for each Web Category - Advertisement
Top 10 Web Users by Machine for each Web Category - StreamingWedia =

Combo Report

éPalisade‘ 29
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Saved Queries

Save any report query to be able to generate it at a laterYimoecan eésignate favorite reports that
arethen listed in the sidebar for easy access, opeRdpert Editotto define additional criteria, and
generate a report in different formats, such as pdf or Btmdport can also bgecheduld to
automaticallygenerate at a specified tirmadthen bedeliveredto one or more email addresses

FPalisade’ | pacpetsure

| | ) )
Home Rules & Policies Endpoint “ ‘Quarantine (0) Case Management Diagnost

Saved Queries
Most Popular Websites ﬂﬂdn ﬂgiﬂ
Matches by Rule Group ﬂdgﬁ ﬂgiﬂ
Most Popular Websites Credit Card Incidents Detail ﬂ ﬂ Q J ﬂ g j ﬂ
ey e Grovp e BRI
Most Changed Sources by Health Incidents Detail ﬂ ﬂ g J ﬂ Q j ﬂ
DLP Incidents Pie Summary ﬂﬂgJﬂQiﬂ
Sy BELEEER
—— BEFEETIRD
— EEEEEERT
55N Incidents Detail ﬂﬂgJﬂQiﬂ
e EEE EERD
Import a report gquery
Browse.

Saved Queries
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Realtime Reporter

The Realtime Reporter is aolor-codedline graph ofeaktime network trafficcurrentlybeing
monitored byPacketSurf’. The graph showshich protocols areurrentlyrunning on your network
andhow much bandwidth each one is using. Tafps ya determingherules and policiethatare
neededo manage your traffic.
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Time
[4] [+]
Legend
B Total ¥ [ Total.Non-TP.Other_Ethernet
v W Totslae ¥ | TotalIP.Other_IP
o [ Total.IP.ARP v B Total.Ip.TCP
| Total.IP.UDP | Total IP.TCP.Other_TCP
v | Total.IP.TCR.HTTP v [ Total.IP.TCP.Email_Protocols.IMAPS
o [ Total.IP.TCP.File_Sharing_snd_Printing v Total IP.TCP.File_Sharing_and_Printing.Microsoft-DS
| Totel.IP.TCP.File_Sharing_snd_Printing NetBIOS-SSN  |v  Tokal IR TCP.HTTR.HTTPS
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Real-Time Reporter
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Case Management

Case Management provides tools to move througismesgprocess to manage and remediate

content analysis violations. Assign content analysikations to a case and assign the case to a user
who can take action to remediate the violations and enforce company policies. Use PacketSure Case
Management to track email sent from case managers, actions taken, and case history.

‘& Mozilla Firefox =)

@ https: /{172, 16.1.136 /case_management view phptid=10000 ﬁ |
Case: #10000 Label: PCI
Status: Mew Assignment: ph

Opened: 10/19/2009 12:52PM Updated: 10/21/2009 08:244M

. Label | &Asmgn | o)) Status | I Comment | 7] Send Ermail | @Pr\nt Page | QExpnr‘t |

[l Credit Card Mumber Yiolation

Content Type application/mswword CA Package Wizard
Violations 3 Unique Violations 3
Source 172161 .98:59542 Destination 172161 .1:25
Meta-Data SMTF: From:=ssparksi@palisadesys com= To<sesparks@@opencoming. coms=
Matched Tokens 6011102733633034 6011801265119334 6011174113433715
Content Analysis ID BlvTSmIBEKzgJgEBEK wAGCA A Index 2

[+] Credit Card Mumber Violation

[+] Credit Card Murmber Violation Q&

Comments

Vioiation with id of BiVISmiBEXZQJREBEXKwWAGEAA and an index of '2'was added,
Vioiation with id of AdvTSgUBERZ7dWIBERWAGUAA and an index of 2'was added.
VY iolation with id of MrTSISBERWFM&RIFCIAGQAA  and an index of '2'was added.

Case aasigned o ph

Label changed to PCI

Add Comment

Done 172.16.1.136 [}

Case Management




PacketSure Technical White Paper

Appliance Management

Access to th@acketSure”" appliance is managed by assigning roles to usamstinActive Directory
or users created locally on the appliaridsers can also be displayed in reports associated with
content analysis violations or other ruielations.

Manage Access to the Appliance with Roles

Create oles to define who can log into tRecketSure” appliance antb define access to specific

options in the web interface. For example, one user may be able to generate reports, but cannot
chang any configuration options, while another user can modify rules and administration options, but
does not have access to any advanced options.

PacketSure

Feedback Help Logout

] ] ] ] ]
Home Rules & Policies | Endpoint Reporting | Case Management | Diagnostics Advanced

Landing Page

User Administration

- PacketSure Users
Update Appliance

Rules &
Policies

PH Endpoint Machine Quarantine Realtime

Admin  Advanced Diagnostics ‘Agent Join Reporter Reporting Views

Engineering

Endpoint Machine Realtime Rules &

Reporting

Admin | Advanced Lo Diagnostics

Quarantine

BackupiRestore Management Agent Join Reporter Policies
caranger @i @ © =) =) =) =) f =) (7] @
Restart/Reboot/Shutdown = el ®© ® ® ® ® ) ) @ @ Al
ithomas e @ (-] @ @ @ @ @ ] @ A
oh le| @ © @ © @ @ @ @ @
ssparks@palisadesystems.com | (7] (=] (] () (] () (7] (7] @ () Al
tbaker e e e €] €] €] €] €] e €] Al
Create a new PacketSure user:
Usermame:

User Administration

Active Directory, LDAP, and Citrix

If you use Active Directory or LDAP to manage usersCitrix to manage applications, you can
integrate these witRacketSurg’ to perform usespecific tasks, such as assign users and groups to
rules and roles, and to display user and group information in reports.

Roles Rules  Reporting
Active Directory Servers X X X
LDAP X
Citrix Application Servers X
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Central Management Server

ThePacketSurB" Central Managemer8erver(CMS) is designed to provide a single web interface
where multiplePacketSur€' appliancesindEndpointAgentscan be configured and monitored.
Report data from all connect@ahcketSure’ appliances anBndpointAgents is sent to the database
on the CMSReportsaregenerated on the CMS for individual appliances or with combined data for
multiple appliances.

Central Management Server

EachPacketSurg’ appliance on your network is initially configured using the Quick Configuration
options. Se®uick Configuratiorin thePacketSure’ u s e r 6 s. Duniagrthe anitial configuration,
use theloin to CMS option toconnect @acketSurt" appliance to the CM3t is also easy to
configurePacketSure" appliances to use the CMS at any time after initial configuraindpoint
Agents are connected to the CMS appliance during thdlatiia of the agent.

ConfiguratioriPackages

Configuration packages are created in the CMS web interface and pustaakésSurg’ appliance
connected to the CMS. Each configuration package contains settinlgedesptions

A Email A Web Interfaces

A Update Password A Username Servers
A Management Hosts A SNMP

A IP Options A Self-Test

A Performance A Screensaver

A Timekeeping A URL List Update
A

Directory Services
















