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PacketSure
TM

 ï Protecting Private Data 

PacketSure
TM

 is a network appliance that uses Palisade's patented technology to protect private 

information. The PacketSure
TM

 Data Loss Prevention (DLP) technology analyzes data and files on 

your network to detect confidential information in files on your network and prevent sensitive data 

from leaving your network. PacketSure
TM

 gives you the tools you need to comply with government 

regulations, such as HIPAA and GLBA, and prevents the loss of all types of private data, including: 

Á Social Security Numbers 

Á Credit Card Numbers 

Á Intellectual property 

Á Personal health information  

Á Personal financial information 

PacketSure
TM

 also controls the type of traffic that occurs on your network by blocking or allowing 

those protocols you choose, managing applications like instant messaging, web mail, file sharing, 

HTTP, etc.  

PacketSure
TM

 Overview 

The PacketSure
TM

 appliance is installed at the edge of your network connected to a hub or a spanned 

port on a switch to passively monitor all traffic on the network. In this passive configuration, 

PacketSure
TM

 can: 

Á Analyze the content of data in motion to identify sensitive data, such as private health or 

financial information, leaving the network. 

Á Block or allow specific protocols and applications. 

Á Filter web access to block, log, or allow connections to millions of web sites organized into 

categories. 

Á Discover files that contain private information in data at rest on network servers and 

workstations. 

Á Prevent files with confidential information from being copied to external devices. 

 

Passive Installation 
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Active Directory 

PacketSure
TM

 integrates with your Active Directory server to identify usernames and groups for 

network connections, in addition to the IP address. These usernames or groups can then be used to 

create rules, assign roles or be displayed in reports. 

 

Active Directory Integration 

Endpoint Protection 

Install the Endpoint Agent on network Windows machines and servers. Endpoint protection includes 

the ability to block sensitive files from being copied onto external devices, such as USB drives or 

CDs, and the Discovery scan, which examines local and remote file systems to identify confidential 

information residing in files on those machines. Scan remote machines that have operating systems 

other than Windows or are being used as file servers.  

 

Endpoint Agents 

DLP Remediation 

Route your email, web, or instant message traffic through the PacketSure
TM

 appliance, using it as a 

proxy, to perform content analysis in real time and block connections that contain private 

information.  

Á SMTP Proxy: analyze email content for violations of any of the content analysis types 

enabled. You can specify what action to take when a content analysis violation is found: 

deliver to recipient, hold in quarantine for review, block, or send to your encryption engine. 

Á Web Proxy (HTTP & HTTPS):  analyze the content of outgoing traffic for violations of any 

of the content analysis types enabled. You can choose to log or block the connection when a 

content analysis violation is found.  

Á IM Proxy:  analyze the content of instant messages for violations of any of the content 

analysis types enabled. You can choose to ignore, log, or block the connection when a 

content analysis violation is found. 
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DLP Remediation ï Email, Web, and IM Proxy  

Enterprise Architecture 

Manage multiple PacketSure
TM

 appliances from one web-based interface with the PacketSure
TM

 

Central Management System (CMS). A PacketSure
TM

 appliance is installed at each egress point and 

each appliance sends data to the centralized database on the CMS. Reports are generated on the CMS 

for all connected appliances or for selected individual appliances. The CMS provides an interface to 

monitor and manage all PacketSure
TM

 appliances, including creating and pushing configuration, 

policy, and content analysis packages to each appliance to define the types of traffic and data each 

PacketSure
TM

 identifies. Endpoint Agents are also configured and monitored from the CMS. 

 

Central Management of Multiple PacketSures and Endpoint Agents 
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PacketSure Configuration 

PacketSure
TM

 is easy to set up, with only two Quick configuration windows and a rules wizard to 

complete to get the system up and running with a basic configuration.  

  

Quick Configuration Stages 1 & 2 

Rules 

After completing the initial configuration of the PacketSure
TM

 appliance, use the Rules Wizard to 

easily create a basic set of rules and policies. The Wizard displays a series of pages where you select: 

Á Protocols to allow, block, or log. 

Á Types of content analysis to perform. 

Á URL categories to allow, block, or log. 

 

Rules Wizard ï Select Protocols 
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The first pass through the Wizard creates Global rules that apply to all users. Each subsequent pass 

through the Wizard creates rules that define policies for an AD group or a PacketSure
TM

 zone (a user-

defined group of IP addresses). These rules apply only to the users in the group or zone.  

 

Rules Wizard ï Select Groups 

After the Wizard rules set is activated, it is displayed on the Protocol Rules page of the Rules & 

Polices tab. Fine tune the rules file as needed using the options available on this page. 

 

Protocol Rules 
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Manage Rules 

On the Manage Rule Files page, create new rules files, and download, upload, or activate rules files. 

Each time a change is made, a copy of the file is saved and listed under Change Management so you 

can keep track of changes to rules files. 

 

Manage Rule Files 

Data Loss Prevention  

PacketSure
TM

 performs deep packet inspection in data and files being transferred on your network to 

analyze the content of reassembled network packets and identify private information that may be 

leaving  your network. Content analysis is performed across more than 140 protocols and in 

numerous file types. PacketSure
TM

 uses both built-in and user-customized content analysis methods to 

detect private data on your network.  

Private Data Types Protected 

Private data identified in network traffic, a Discovery scan, or by Endpoint is entered in the 

PacketSure
TM

 logs and reports can be generated from the data. Details about the data are available in 

the Detail reports and Incident View window. See Content Analysis Detail Report, pg. 23. 
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Credit Card Matching 

Major credit card companies use standard numbering sequences that are unique to each brand of 

card,. PacketSure
TM

 Credit Card matching recognizes the identifiable patterns of numbers for Visa, 

MasterCard, Discover, American Express and Dinerôs Club credit cards and also uses the LUHN 

algorithm to validate the number.  

Database Fingerprints 

The Database Fingerprints feature is designed to match specific data elements from your database of 

private information, such as specific social security numbers, client data, or account numbers. A text 

file of your data with no formatting, also called a flat file, is uploaded to the PacketSure
TM

 appliance. 

Each element generates a token that is hashed and saved. The flat file is then deleted. 

The PacketSure
TM

 appliance examines the content of data and files on the network and compares it to 

the hashed data elements. When it finds a match, it saves a copy of the data, which is made available 

in a Content Analysis report. 

File Fingerprints 

The File Fingerprints feature uploads documents to PacketSure
TM

 that contain content that should not 

leave your network. These documents may contain alpha-numeric characters as well as multi-byte 

characters (UTF-8). PacketSure
TM

 parses the documentôs text into windows and selects hashes of 

these windows to create a fingerprint for the entire document.  

Documents are compared to the uploaded documents to identify hash sequences that match. When a 

match is found, a content analysis violation is generated. Between 150 and 259 matching characters 

(2-3 lines of text) are required for a match that generates a violation. This text must include a 

sequence of two matched phrases.  

In a Content Analysis detail report, the matched phrase or phrases that triggered the violation are 

highlighted and the uploaded document it matched is identified. 

Personal Healthcare and Financial Information 

A lexicon is an xml file that contains a list of specialized vocabulary and phrases unique to a specific 

subject. For example, PacketSure
TM

 includes built-in lexicons for the financial and healthcare 

industries. PacketSure
TM

 examines the content of data and files and identifies specific words and 

phrases from these lexicons of specialized vocabulary unique to the financial and health care 

industries. Also required is a match on information that would identify the person, which helps 

prevent false positives. For example, if the phrase ñbroken tibiaò is matched, information that would 

identify the person involved must also be matched, such as ñclient John Doeò or ñpatient number 

0123456ò. The built-in lexicons can be modified or copied and modified to create your own custom 

lexicons. 

Personal health information (PHI) is protected by the Health Insurance Portability and Accountability 

Act (HIPAA) Privacy Rule enacted in 1996. Protection of personal financial information is required 

by the Gramm-Leach-Bliley Act (GLBA) enacted by the U.S. Congress in 1999. 

Custom Lexicons 

Create custom lexicons with words and phrases specific to your company or industry. These custom 

lexicons appear on the Content Analysis page in the Rules Wizard and in the CA Packages.  

PacketSure
TM

 examines the content of data and files and identifies specific words and phrases from 

the custom lexicons and, when a match is found, a content analysis violation is generated. In a 



PacketSure Technical White Paper 

  8 

Content Analysis detail report, the lexicon name and phrase or phrases that triggered the violation are 

identified. 

Social Security Numbers 

PacketSure
TM

 has a built-in extended regular expression that identifies U. S. Social Security numbers 

contained in data and files being transferred on your network or discovered in data at rest.  

User-Defined EREs 

User-defined Extended Regular Expressions (EREs) are for advanced users and are created to search 

for matching text in data and files after the network packets have been reassembled. When an ERE is 

matched, a copy of the message is saved and details can be viewed in a Content Analysis Detail 

report. 

Content Analysis Packages 

Content analysis is activated by assigning a CA package to a rule, group, or Endpoint package. CA 

packages are configured on the Content Analysis page on the Rules and Policies tab. Create multiple 

packages with different types of content analysis selected to define the types of content analysis that 

is performed for a matched rule or group, or a file during an Endpoint Agent scan. 

 

Select Content Analysis Types for CA Package 
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Information about content analysis violations can be viewed in the Content Analysis or Discovery 

Detail reports. See Content Analysis Detail Report, pg. 23. 

Email Proxy 

Route your SMTP email to the PacketSure
TM

 appliance to analyze the content for violations of any 

content analysis types that are enabled. You can specify what action to take when a content analysis 

violation is found: hold in quarantine until further review, log and deliver to recipient, block, or send 

to your encryption engine.  

 

Email Proxy Settings 

The Email Proxy has its own set of rules that define actions for SMTP email passing through the 

proxy. Define rules that apply to all users or only to specified sender email addresses or content 

analysis types. 
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Email Proxy Rules 

Web Proxy 

Route your outgoing web traffic to the PacketSure
TM

 appliance to analyze content for violations of 

any of the content analysis types enabled and choose to log or block the connection when a content 

analysis violation is found. Manage web access for clients using PacketSure
TM

 as a web proxy by 

selecting categories to allow, log, or block from the list of web categories on the Web Proxy page.  

PacketSure
TM

 also provides the ability to manage web access and content analysis based on 

membership in Active Directory user groups or PacketSure
TM

 zones. Unique options can be selected 

for each group or zone, such as content analysis for HTTP and HTTPS, enabling or disabling safe 

search for the major search engines, such as Google, Bing, and YouTube, and web filtering categories 

allowed or blocked. 

SSL Settings 

Accessing secure web sites (HTTPS) through the web proxy causes errors to be displayed to warn the 

user that the site is not safe. This happens because the SSL certificate from the secure site is not 

transferred through the proxy to the client. PacketSure provides an SSL certificate to download to all 

clients that allows the secure site to be accessed without displaying the warnings. 

Advanced 

Advanced options for the Web Proxy include content analysis for HTTPS connections and support for 

Ciscoôs Web Cache Communications Protocol (WCCP). If your router supports this protocol it can be 

configured to route HTTP traffic from any browser on the network to the PacketSure
TM

 web proxy. 

The built-in Web Proxy also interoperates with a Cisco IronPort® Web Security S-Series  appliance 

(WSA) to perform content analysis on traffic forwarded from the IronPort®.  
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Web Proxy Settings 

The Web Proxy has its own set of rules that define actions for HTTP protocols accessed by browsers 

configured to use the proxy.  

 

Web Proxy Rules 
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Instant Messaging Proxy 

The IM Proxy analyzes the content of instant messages for violations of any of the content analysis 

types enabled. Choose to ignore, log, or block the connection when a content analysis violation is 

found. The IM Proxy has its own set of rules that define actions for IM applications configured to use 

the proxy. 

 

IM Proxy Rules and Settings 

Endpoint Agent  

The Endpoint Agent includes both: 

Å        Endpoint Protection: Prevent users from copying sensitive data to devices such as USB drive or 
CD/DVD. 

Å        Discovery Scans: Analyze the content of data at rest in local and remote file systems on network 
servers and workstations.  

Endpoint Protection 

The Endpoint agent can monitor and block files with content violations being copied to external 

devices. The Endpoint agent detects the following devices: 

Á CDs or DVDs 

Á USB Drives 

Á Firewire (a high performance serial bus used to connect devices to a computer) 

Content Analysis can be performed on files copied to a USB drive or Firewire and files with 

violations specified in the Endpoint Package can be allowed or blocked. Or you can block users from 

copying any files to these devices. Although content analysis is not performed on files copied to CDs 

and DVDs, you can block access to these devices to prevent copying any files, regardless of content.  
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Discovery Scans 

Palisadeôs Endpoint Agent runs as a service on Windows workstations and servers silently scanning 

files stored locally. The Endpoint Agent can also scan designated remote file systems, such as those 

with Unix, Linux, or Mac operating systems or a server used exclusively for file sharing. Endpoint 

Agents are managed from the PacketSure
TM

 web-based interface, where you can identify the types of 

data each agent detects as well as start and stop the scanning process. The agent reports its findings 

back to the PacketSure
TM

 appliance, where reports can be generated for one or more machines or scan 

names. See Reports, pg. 17. 

Endpoint Packages 

Endpoint packages contain options to define settings for Discovery scans and for Endpoint protection. 

Endpoint protection can block access to a device such as a CD or DVD, USB drive, or Firewire or 

perform content analysis on files being copied to USB or Firewire and block files with violations 

from being copied. 

 

 Endpoint Packages 
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Endpoint Command Console 

Create groups of installed Endpoint agents, called Hives, to assign Endpoint packages to multiple 

agents. CA Packages, selected in Endpoint packages, define the types of content analysis to perform 

on a machineôs file system. The hive for the agent is selected during installation and the agent may be 

moved to a different hive at any time.  

The Command Console is also where Discovery scans of network machines are started, stopped, or 

paused. This page also displays the status of the agent and, when a scan is in progress, the percentage 

of files scanned. The agent automatically updates to the latest CA package at the beginning of a scan. 

The status is displayed as Updating when this occurs. 

 

Endpoint Command Console 

Web Filtering 

The web filter contains millions of web sites grouped in categories. These categories of web sites are 

be monitored and can be logged or blocked to prevent users from accessing inappropriate web sites. 

Web access can be controlled by defining the same options for all users or different options for 

different user groups or zones. 

The list can also be customized to allow access to specific web sites contained in blocked categories 

or to add additional sites to a category. The PacketSure
TM

 rules include the Web_Filtering rule with a 

list of web site categories to choose to log, block, or allow and options to redirect users who access 

blocked sites.  
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Web Filtering 

URL Custom Categories 

Use the URL Custom Categories to create your own specialized categories of URLs to allow or block. 

Two custom categories are included, AllowList and BlockList, ready for web sites to be added. Add 

sites to the AllowList that are in a blocked category and these sites become accessible to users. In the 

same way, add sites to the BlockList that are in an allowed category and these sites are then blocked 

from access. 
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URL Custom Categories 

In addition to the primary URL added to a custom category, choose how to manage alternate sites and 

resources sites. Alternate sites are additional URLs and IPs that display the same site as the primary 

URL. For example, www.cnn.com includes alternate sites at www2.cnn.com, www3.cnn.com, and 

www4.cnn.com. Each day, PacketSure
TM

 checks for changes in the alternate sites. These are 

dynamically updated to ensure that the alternate sites are current.  

Resources are other URLs a website calls to add content to a page. For example, a banner ad may 

come from a resource IP that is not part of the main site. Use Lookup Resources on a website in a 

category that you intend to set to allow so that all resource sites are also allowed and the website 

loads completely, with all its content.  

 

Resources and Alternate Sites 
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Reports 

PacketSure
TM

 contains several types of reports to track content violations and the use of network 

applications. Reports are generated from the log information inserted into the PacketSure
TM

 database. 

Each report type displays a different set of data in a table, bar graph, or pie chart. On most reports, 

additional detail is available by clicking on a linked entry in a detail report, a bar in a graph, or a 

section of a pie chart. 

Dashboard 

The PacketSure
TM

 Dashboard displays four reports of your choosing that automatically refresh every 

fifteen minutes. By default, each report shows the current dayôs data up to the time of the last refresh. 

 

Dashboard 
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Standard Reports 

A variety of standard (pre-defined) reports are available. Several types of reports are available: 

Á Detail: all available data for the specified criteria displayed in a table. 

Á Top Ten: summary of data displayed in a bar graph or pie chart, limited to the top ten items. 

Á History: connections history for the last seven days displayed in a bar graph. 

Á Trend: data trends displayed in a table or graph. 

Á Distribution: ranges of file sizes and the number of connections for each range. 

Select radio buttons and options from the drop-down lists to define the report you need, set the time 

period for the report, then click Generate Report. 

 

Standard Reports 
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Sample Standard Reports 

 

Detail Report 

 

Top Ten Report Bar Graph 
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Top Ten Report Pie Chart 

 

History Report Bar 
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History Report Line 

 

Social Analysis Graph 
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Trend Report 

 

 

Distribution Report 
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Content Analysis Detail Report 

A detail report for content violations can be generated from the Standard or Report Editor page. A 

detail report contains all information gathered about the violation displayed in a table. The content 

analysis detail report in the following illustration includes violations for: 

Á Credit Card number 

Á Social Security number 

Á Personal health information 

Violations can be detected in all file types and protocols monitored by PacketSure
TM

 rules.  

 

Content Analysis Detail Report 

In the CA column of the table, click the magnifying glass icon to see additional details about the 

content violation in the Incident View window.  
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Incident View 

Details about all violations detected in the data or files are displayed in the Incident View window. 

The information in this window includes metadata, message data, highlighted text that triggered the 

violation, and connection data. 

 

Content Violation Details 
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Discovery Reporting 

A summary of results from a Discovery scan of local or remote file systems is available on the 

Reporting tab. Reports can be generated for a machine, a scan name, or a scan name and file owner. A 

bar graph summarizing the content analysis violations found during the selected scan is displayed.  

 

Discovery Summary Report 
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A detailed report containing all available information about violations found during a scan can be 

generated by clicking on a bar in the graph or from the Standard Reports or Report Editor. 

 

Discovery Reporting Detail 

Traffic Statistics 

When Traffic Statistics is enabled for a rule, aggregated data is collected for statistical reports that 

allow you to see traffic patterns and anomalies. The interval at which data is aggregated is user-

defined. Use Traffic Statistics reports to identify increases or decreases in specific types of traffic. 

Rules are assigned a default color (white, gray, or black) and these colors are used to identify specific 

traffic pattens. 

 

Traffic Statistics 
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SMTP Social Analysis 

When Social Analysis is enabled for an SMTP rule with content analysis, PacketSure analyzes SMTP 

email traffic and provides visibility into traffic patterns for email that contains content violations. 

Identify those users who send and receive violating email. Identify email addresses that users 

communicate with regularly where private data may be exposed. 

 

Social Analysis 
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Report Editor 

The Report Editor has options to create custom reports from user-defined criteria. Criteria includes: 

Á Data type: Connection, Content Analysis, Packet Processing, Protocols, Rules, URL 

Á Report type: Top Ten Summary, Detail, History, Distribution, Trend 

Á Time period: By default, PacketSure
TM

 stores two weeks of data. This time period can be 

modified. 

Á Other criteria: Rule Type, Rule Group, Source or Destination IP or Host Name, Zone, etc. 

Á Output Options: Specify how to display the report, for example, the columns of data to 

include in a Detail report, how to group the data, suppress the graph and show data in a table, 

etc. 

 

Report Editor 
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Combo Reports 

Combo reports generate several types of reports at the same time for one set of criteria. View each 

report by selecting the title bar for the report.  

 

Combo Report 
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Saved Queries 

Save any report query to be able to generate it at a later time. You can designate favorite reports that 

are then listed in the sidebar for easy access, open the Report Editor to define additional criteria, and 

generate a report in different formats, such as pdf or html. A report can also be scheduled to 

automatically generate at a specified time and then be delivered to one or more email addresses.  

 

Saved Queries 
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Real-time Reporter 

The Real-time Reporter is a color-coded line graph of real-time network traffic currently being 

monitored by PacketSure
TM

. The graph shows which protocols are currently running on your network 

and how much bandwidth each one is using. This helps you determine the rules and policies that are 

needed to manage your traffic. 

 

Real-Time Reporter 
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Case Management 

Case Management provides tools to move through a business process to manage and remediate 

content analysis violations. Assign content analysis violations to a case and assign the case to a user 

who can take action to remediate the violations and enforce company policies. Use PacketSure Case 

Management to track email sent from case managers, actions taken, and case history. 

 

Case Management 
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Appliance Management 

Access to the PacketSure
TM

 appliance is managed by assigning roles to users in your Active Directory 

or users created locally on the appliance. Users can also be displayed in reports associated with 

content analysis violations or other rule violations. 

Manage Access to the Appliance with Roles 

Create roles to define who can log into the PacketSure
TM

 appliance and to define access to specific 

options in the web interface. For example, one user may be able to generate reports, but cannot 

change any configuration options, while another user can modify rules and administration options, but 

does not have access to any advanced options. 

 

User Administration 

Active Directory, LDAP, and Citrix 

If you use Active Directory or LDAP to manage users, or Citrix to manage applications, you can 

integrate these with PacketSure
TM

 to perform user-specific tasks, such as assign users and groups to 

rules and roles, and to display user and group information in reports. 

  Roles Rules Reporting 

Active Directory Servers X X X 

LDAP X   

Citrix Application Servers   X 
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Central Management Server 
The PacketSure

TM
 Central Management Server (CMS) is designed to provide a single web interface 

where multiple PacketSure
TM

 appliances and Endpoint Agents can be configured and monitored. 

Report data from all connected PacketSure
TM

 appliances and Endpoint Agents is sent to the database 

on the CMS. Reports are generated on the CMS for individual appliances or with combined data for 

multiple appliances. 

 

Central Management Server 

Each PacketSure
TM

 appliance on your network is initially configured using the Quick Configuration 

options. See Quick Configuration in the PacketSure
TM

 userôs manual. During the initial configuration, 

use the Join to CMS option to connect a PacketSure
TM

 appliance to the CMS. It is also easy to 

configure PacketSure
TM

 appliances to use the CMS at any time after initial configuration. Endpoint 

Agents are connected to the CMS appliance during the installation of the agent. 

Configuration Packages 
Configuration packages are created in the CMS web interface and pushed to PacketSure

TM
 appliances 

connected to the CMS. Each configuration package contains settings for these options: 

Á Email 

Á Update Password 

Á Management Hosts 

Á IP Options 

Á Performance 

Á Timekeeping 

Á Directory Services 

Á Web Interfaces 

Á Username Servers 

Á SNMP 

Á Self-Test 

Á Screensaver 

Á URL List Update  










